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Why Duo?

A cybersecurity company specializing in multi-factor authentication.
Founded in 2010.
Acquired by Cisco in 2018.

Known for its user-friendly two-factor authentication solutions.

o  Pioneered "Duo Push’, an easy-to-use authentication method.



Compromised Accounts Last Month



OTP (One Time Password)
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HMAC
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HOTP

HMAC(K, C) truncated
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TOTP
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Two Factor with OTP

e Shared key on creation and counter

e OTP generated locally

e (OTP isvalidated on the backend



“Cracking” OTP



HMAC
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Demo: Dumping Duo



evilcorp.digital



