
Network Security
What it takes to make a network secure



What is Network Security?

Network security is the practice of protecting computer networks and their data 
from unauthorized access, misuse, attacks, and damage



What we are going to discuss today (with exercises!)

- Network Segmentation (VLANs)
- Zero Trust Architecture
- DMZs
- Firewalls
- Intrusion Detection/Prevention
- DNS
- DHCP
- Ports



My Rack
Access Point (WiFi)

RouterSwitches

Patch Panel



Why Build the Rack?

The idea here is to develop an enterprise level network in a much smaller form 
factor and simpler design

For small businesses or homelabs



Zero Trust Architecture

“Never Trust, Always Verify”

It assumes that no user, device, or network, whether inside or outside the 
organization, should be automatically trusted.



Network Segmentation

Network segmentation is the practice of dividing a computer network into smaller, 
isolated sections or subnetworks (subnets)



Subnetting

254 usable IP addresses (256 total, minus network and broadcast addresses)

The network address is the first IP address in a subnet. It identifies the network 
itself and is used for routing purposes

The broadcast address is the last IP address in a subnet



Small Networks

192.168.1.0/28

Subnet mask of 255.255.255.240 or 11111111.11111111.11111111.11110000

2⁴ = 16 total addresses

16 - 2 = 14 usable addresses



Internal IP Addresses



You Try! Join a WiFi and Try to Ping the Other Subnet

My Computer

Your computers

Command: ping 10.1.1.29



Firewalls

Monitors and controls incoming and outgoing network traffic based on 
predetermined security rules



My Firewall

Zone based vs interface (eth0) based



Why you can’t access my laptop

My laptop is in the internal zone, as before you cannot ping me!



DMZ (Demilitarized Zone)

You are all in the DMZ

Physical or logical subnet that sits between an organization's internal trusted 
network and an untrusted external network (usually the internet)

I will be able to ping you all, because the firewall allows return requests from the 
internal network



Intrusion Detection/Prevention

An IDS monitors and analyzes network traffic or system behavior to detect 
suspicious activities

An IPS takes detection a step further by actively blocking threats in real-time



DNS

A critical component of network infrastructure that translates human-readable 
domain names (like "google.com") into IP addresses



Internal DNS

Large companies will have internal domain names that can only be accessed 
when a user is on the network



Encrypted DNS

Traditional DNS is sent over the network in plaintext, which is inherently insecure 
and can lead to eavesdropping, tampering, and manipulation

Blends in with regular web traffic, making it harder to detect or block



Managed vs Unmanaged Switches

Unmanaged - Plug-and-play devices with no configuration options. You simply 
connect cables and they start forwarding traffic immediately. BUT you can’t control 
how they operate or segment traffic

Managed - Configurable switches with extensive control over network behavior 
through a management interface (Like I will show on Unifi)



Ports

Unifi’s managed switches allow me to customize each port on each switch





Classes




